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OpenFIowX*{w?’-% F 1 FAAEUIRRWRA v FOFIBEHETE pexDHIiRk

(Arp)
OpenFlow
Controller

£OpenFlow>’00 ~JL
(BR#e{b. F)

RS ZAF A (TFOUSLE) oy NTJ—2 =
(NW) A =THE E ib{b‘;;gfg
— SDN (Software Defined Networking) D3I pex

J> hO—-S LB SUEREIDZET, S
HEEDINEIR
F & RHARAFE
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+API
Northbound &
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(plug-in) ohoo3 c API
=i 2G> — K1z
e E A>HIT—R
: EMS L
il N BHICI> hO-LTES
F—ITL—>DNWERE
Forwarding O;e;‘;;)ﬂ 775;!}7) A Ozzicc'al

\___ SDNEERTIRMIIMLBERSBOETH,
FESF—RTCOBMERALET, O I

2014/5/14



OpenFlow/{t RDIES

v1.005V1.3FTEBULR—IATHEROBEMNMTON TS

OpenFlow{#kDESR

20094128 : version 1.0.0 (2012464 : version 1.0.1)
2011428 : version 1.1.0

v RILFF—TI. FIL—FF—TJL. MPLS. QinQ
2011%12AH : version 1.2.0

v ILFI>hO-3. gEEIYYF I« —ILR, IPV6

2012%6A : version 1.3.0

v #HiIEER. OpenFlow ChannelEX. =AY FBDPacket-inREL
2012498 : version 1.3.1 Vi3 T—8

v J\FITJ4wvHIR mEmmmWMb
201344A8 : version 1.3.2 %ﬁg%‘zgg‘j‘ént

v INITJ4wOR (AP
2013410A8 : version 1.4.0 g*it?,s,g{_ﬁ}_cbﬁig-

v JI\OT0v O bR EROBIN. ZE

11

— B ) — h—

B E1E (U

m 2528 SDN/OpenFlowdD&E)

m 535 OpenFlow>’'0JILOER

—I\>XA )=~ —

AT )\ XA ORIESREA

5555 Partl : Mininet(Open vSwitch) DEARIZIE
5E6E  Part2 : Open vSwitchMEARIZ/E

5E78  Part3 : RyuDERIEE

588E Part4 : OpenFlowXwtz—DF v FF+
5E9E  Part5 : fiZFirewall 7FUo —> 3 > DEE
5£10F Part6 : [CFHME

—
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OpenFlowDiBRREsR

OpenFlow(Z(Z3DDEZRNH D

OpenFlow XA v F

B OpenFlow Channel :
a>hO-35&
OpenFlowXwtz—=7%
PDEDTBIFrRIL

® Flow Table :

I\ hODILERTSE % R
MIBF—T). 1D

WUIEE D TableZ R FF

RSN

m Group Table :
NILFFvr A NE. B
DR— NEIRSFFFRINL
BZEIT5,

(Az=F—TIFE=E)

£ OpenFlow X v F%
OpenFlowd> hO—35 — #iHlTS

13

OpenFlow R wF &
OpenFlowD> bO—3
FicehED=ND

J> bO—50fER(IC
W\ Ty hEERIX T D

—
TNTTcommunications 51201 ICT Partner I

OpenFlow X v F

/Qq:\ ~

2=

-

Flow

> Table ——>e ——> Table -

0

OpenFlow Group
Channel Table
Flow

"y
N J\Tw ~

B — S S
/

Pipeline

14

——
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Flow Table

Flow Table(3#2%MDFlow EntryhSH&R%

Match Field | Priority | Counters | Instruction | Timeouts | Cookie Flags

® Match Field : "Flow"HNiEiiENsd., X1 vFHNRELR/ LY Mg DMatch Field
(EXRYFUIEE, MY BInstructionSEiT2N 3,

B Priority : YW FOELE

Counters : YwF U/ Uy MBI BHREHIEIR

Instruction : Match Field(C<XwvF U72/\Tw MW U TUIBERETI S
Instruction®fl :
Apply-Actions action(s): )\ hAY S ZESHZ D, FEDR— MHSEIET S
£, 1 DFEIFEEDAction(s)=R179 D
Goto-Table next-table-id: next-table-id&BdFlow Table(TB# L.
BIEMETVFUIERITT S

®  Timeouts : Flow Entry®BEEIHIBRS 1 <X — 1B
Cookie : Flow Entrydi#al+
m  Flags: ®IHAI S

—
TNTTcommunications 51201 ICT Partner I

15

oy N IAD—54>20T0OEX

OpenFlow Switch
FlowTable 0
Entryl:
eth_src match:
=10:00:00:00:00:01 i efh_src=10:00:00:00:00:01 "7~}
eth dst i eth_dst=10:00:00:00:00:02 = |
=10:00:00:00:00:02 TR S
nstruction:
i Apply-Actions{
SRC DST ! push_vlan:3
1 .
port‘l | output port_no:3
(AR SRR At
Entry2:
match
eth_src=10:00:00:00:00:03
eth_dst=10:00:00:00:00:02
in_port=2
Instruction:
Apply-Actions{
push_vlan:2
. output port_no:3
Flow Table#ah® \ )
1DDHEEDH Entry3:

- Global ICT Partner I
VCations  [inauative. weriabie. Seantass
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&Z . BIifFDL2 XA v F DR

MAC table

e

1 00:0D:60:00:00:01
2 Unknown Y /
3 00:0D:60:00:00:03 % r% r% %

MACaddress MACaddress MACaddress MACaddress

#A #B #C #D

BIFDL2A1 W F(EMAC table(CE I EHRIX
BIFDL3 A1 W F(EES(CARP tablet®Routing tableZ{R1F
eOpenFlow X1 v FI(IFlow tableDFR:F

——
MTT communications 512021 ICT Partner I

17

FlowdDEZ

LIMBSLAETDI\ Ty hAY SIEIRD
HAEDEMNSFlowhEHRZ=ND

Proto TCP/| TCP/
ingress| Eth | Eth |Ether|VLANVLAN| IPv4 | Pv4 Col IPv4 | UDP | UDP
Port | src | dst | type | ID priority src | dst ToS | src | dst

Type

port | port

X DA, MPLS. PBBEDAW A EMIGAIAE

———
NTT Communications 102 (T Fartner I
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Z DAt (EWildcardi&u Y

Flowd4sl
IV F I (CANBAY S DD

Proto TCP/| TCP/
ngress| Eth | Eth | Ether | VLAN|VLAN| IPv4 | Pv4 Col IPv4 | UDP | UDP (S
Port | src dst | type | ID |priority; src dst T ToS | src dst
ype
port | port
* % 00:1f..% * ok ok ok ok ok k% Apply-Actions
{Set_dI_src=00:1f...
Output:port6}
Proto TCP/ | TCP/
ngress| Eth | Eth | Ether | VLAN|VLAN| IPv4 | Pv4 Col IPv4 | UDP | UDP Instruction
Port | src dst | type | ID |priorityl src dst ToS | src dst
Type
port | port
Apply-Actions
%* %* * %* * * %* * * * * {Set_dl_src=AA:BB...
10.10.10.0/24 Output:port6}
Proto TCP/ | TCP/
ngress| Eth | Eth | Ether | VLAN|VLAN| IPv4 | Pv4 Col IPv4 | UDP | UDP ISt
Port | src dst | type | ID |priorityl src dst T ToS | src dst
ype
port | port
* * E I 3 * * * % * * * Apply-Actions
TCP:22 {DROP}
—
AT T communications 1208 1S TF20Ener I
19

OpenFlow 00 k)L

Flow OpenFlow
Table Channel

] <2:%gﬁ%$>

OpenFlow X1 v F JOk3JL
52‘:;2?‘ :-Teader L(e::der OpenFIow Header OpenFIow
Message

Ver. |Type |Length |xid

ZOEiEL)U:O)OIpen FlowXwtz

3FBHEOA V-
- Controller-to-switch
- Asynchronous

- Symmetric

—SAEE

————
CNTTcommunications S1221ICTPartNEr I
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Controller-to-SwitchXwt—=

OpenFlow X v F -

g

OpenFlow
a>s~O—3

B> MO—SHhBRAYFICHUTEETND
OpenFlowXwvtz—=

Features : XJCHBEDTHR

Configuration : J\S X —45&7E
Modify-State : Flow TableZE#h
Read-State : X1 v FDffsTIRIRE =EUS
Packet-out : R1O—RESH/)\Uv bE
ALY FISEEL, IBER— O SERX

P Global ICT Partner
(ﬂ;\mau e dn SR I

21

AsynchronousXwtz—=

.
OpenFlow X1 v F

OpéenFlow
J>~O-3

B XAYFHM5I> bO-SICHUTEEETND
OpenFlowXwvtz—=

Packet-in : AV FHRELEI\TY bZE

> bO—5(CHRix

Flow-Removed : Flow entryBIffr > b2 bO—5
(@A

Port-Status : X v FD/R— NMERZ T> bO— S (S@4l
Error : TS —Xwtz—7Z @4

22

11
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SymmetricXwvtz—=

V= j
=

OpenFlow X1 wF :

B NAETYD EDENB0penFlowXwtz—=>
+ Hello : OpenFlow Channel 2> 3>ntw 7w
+ Echo: R/ wvF &> bO—SRIDIETEESR

—
MTT communications 512021 ICT Partner I

23

OpenFlow Channeldx20>3>®
L AVA AV AZZ By S -

y L

OpenFlow X wF
Connect(SSL or TCP)
default: TCP 6633

HELLO

HELLO

\4

FEATURE_REQUEST

r N

FEATURE_REPLY

\4

J—
"NTTcommurications $12831 1CT Partner I
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IR0 3 > O

y L

OpenFlow X1 v F

ECHO_REQUEST

A

ECHO_REPLY

ECHO_REQUEST

\ 4

ECHO_REPLY

A

ECHOXwtZ—=COpenFlowTF ¥ %) LDIEEER =TS

— -
TNT T commufications 1oo 1oL 2rEner I
25

Flow TabledE# _
’ Modify-State(flow-modify)
OpenFlow X v F < |

ADD # L LFlow Entryd 2488

MODIFY X Y F 9 BFlow EntryDEH

MODIFY_STRICT X Y F ¥ BFlow EntryD EFfi(Wildcard & Z8E h 3)
DELETE < Y F 9 BFlow Entry® &l

DELETE_STRICT X Y F ¥ BFlow EntryD BBk (Wildcard £ Z 8 & h 3)

MODIFY/DELETE&
MODIFY_STRICT/DELETE_STRICT®Di&E(\

15'](1) If DELETE “in port=*"is received 1 AABB:

All flows deleted
Bl (2) If DELETE_STRICT “in_port=*"is _

Flows whose in_port
tuple is “*” deleted

—
“NTT Communications 21031 €T Partner I
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LAY FFPTIT—2 3 2 HEFEDT —X X571 (1/3)

OpenFlow
AAYF
OpenFlow _ 9
paves ’ - Protocol . B J
SW#1MDMAC learning table
iﬁfﬁl]?/f’]"‘) ::’E”zz' (1Ha> rO—ShH 1 AA:BB:CC:DD:EE:FF
ELesI>b0O— | | ;b o o~ emmnr | | 2 1109330050,
5/\@__;5 ﬁi#g‘é DB&E*& 2 11:22:33:44:55:66
Packet-In
SW#N MAC learning table
Flow TableSE#f
Flow-
Mod
ZEAR— M5
EthernetT L — A% #gi% (Z)SE.:&ecr;(e:c{? l;_:DL\’i
W —_ =
Packet- |guisi— MY SRESES coO>yo%
out onovsS=>09%

L2AAYFFTIT—2 3 > HREDT—ARXFIF+ (2/3)

8% | BEOLAA v FOIL— Lik(EHE

MAC table
o T [ (7 1ose
”00:0D:60:00:00:02" % &3 1 00:0D:60:00:00:01 MACY RL X Z=¥3
2
3
) (4)MAC Table L TFESEMACT KL XY
(1)Host1h'Ethernet EONBRVEE. SER— MUSD
IL—LZRXETD 2R— B ITSYF 42D
> >
;; st 0010D:60:00:00:02

Host2

\ 00:0D:60:00:00:02

src 00:0D:60:00:00:01 =
dst 00:0D:60:00:00:02/ NTTd@@leadions £'202 ISLFALENer I

28 00:0D:60:00:00:03

src 00:0D:60:00:00:01
Host1 dst 00:0D:60:00:00:02
00:0D:60:00:00:01

2014/5/14
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LR2RAAYVF 7T -3 RO —ARXIT+ (3/3)
OpenFlow CRERDUUBZITDIBEDS —T > X

(4)0> FO—SEERTMACT KL% (5)5B5EMACT RL 2%
> bO—SDOMACEBDBICERRE 3> RO—SOMACEEDB% ES
MAC table DB

(6)3> ~O— 7(¢OpenFI0w7«(u-T—(L

1 00:0D:60:00:00:01 (Packet-out, outport= FLOOD)
2 -
3 - (8)3d> bO—3FRA v FDFlowTable
(37 OpeRFTow AT 4> 27y 77— h(Flow-mod)
O—3(cAyE—7EnE
(Packet-in)
(7)OpenFlow X1 w F(%
(1)Host1/ Ethernet If_t?einft l/ LEITSY
7[/—A’£5§E?—é 1
dst DD‘:DD‘:GD‘:DD;DO‘:OZ ;

src 00:0D:60:00:00:01
Host1 dst 00:0D:60:00:00:02 OFSW Host2
00:0D:60:00:00:01

00:0D:60:00:00:02
(2)RA v F(FFlow TableZ iz Flow Table \

00:0D:60:00:06:03

src 00:0D:60:00:00:0
dst 00:0D:60:00:00¢

(9)R1 v F(Zflow entryEdx

—BEF)\— ~—

1T (FUSHIC

m 2528 SDN/OpenFlowdD&E)

B 3% OpenFlowZ0O ~)LOERE

—I)\> XA )— ~—

FAE )\ XA > DEIERB

5555 Partl : Mininet(Open vSwitch) DEARIZIE
5E6E  Part2 : Open vSwitchMEARIZ/E

5E78  Part3 : RyuDERIEE

588E Part4 : OpenFlowXwtz—DF v FF+
5E9E  Part5 : fiZFirewall 7FUo —> 3 > DEE
2510E Part6 : iLAERIE

NTTCommunications S1231 ICT Parther I

30
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Hands-On

o A-—T>V-XZEFEMAL. OpenFlowsy NDJ—%iBE
+ OpenFlow> hO—31>0penFlow X v F(EVM THELE

B FHTZIA-T>V-X
+ Ryu

NTTERZSFIAYRIFE LI=SDNI > RO —SEEE T B/=8HDPython R — XD T
L—AD—% (OpenFlowZ00 h)LEHR— )

« Open vSwitch
BV J NI 7R+ wF (OpenFlow X wF & U TEIER)

* Mininet
Y RNIJ—OI=ZaL—4 (—DDLinuxH—=xJLET. B8ORS X
AYVF. IL—F—ZlAHFEDETREN (CRY ND—O&EEET]EE)

——
MTT communications 512021 ICT Partner I

31

Hands-OnIRiE(CDULT

B Hands-OniEiE (. VirtualBoxBHaDVMA X —= & L CHefh

/OS(Windows, Mac, LinuxZ§) N

IR E AVM(ubuntu) <VirtualBox>
OpenFlow-NWIZalL—4
<Mininet, OpenvSwitch>
1R38

OpenFlowa>kA—5

<Ryu> Host PnaChecty
Vess 118
Sy =
L Host )
] VMOOD 1 ST
= 1—H4% : mininet

WEEAPC (WEB18) JXX D — K : mininet

p—
“NTTcommunications  $12831 1CT Partner I
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— B ) — ~—

B EIE (IUSHIC

m 5528 SDN/OpenFlow®&m)

m 3% OpenFlowZ'0 ~JLDERE

— )\ XA )= =

848 )\ XA DORESREA

858 Partl : Mininet(Open vSwitch) DEFIE/E
2565  Part2 : Open vSwitchMEARIR/E

278  Part3 : RyUDERIRIE

8E Part4 : OpenFlowXwtZ—0DF v IF+
298  Part5 : f§FFirewall 77U —> 3> DFEE
2510 Part6 : [SFARIE

P L Global ICT Partner
\ﬂTI’Cwmnumalm Tnnavative, Railable. Seaninss

33

Mininet

B Mininet& (&
ZYVRND—OIT=a3L—4 (—DDLinuxA—=xJLLT. %1
DIRA . AAYVF, IL—F—ZAHEDE TREM(CRY ~
D — % 0] EE
o R TA—RRETHENEZA-T>V—-X
B AUy~
. BEEDOY—)(°0penFlow X1 v FZ#(F L TT R MRIE
ZIEITDIDIFIARA S UY—XW(CRHETEFROA - - -
+ MininetzEX (L, HEICREBDODIXMvVvF. RS U>D
TR T D ENTED !
switch = addSwittT‘h("sl')
host2 — addHost(h2') hi 51 h2

addLink(switch,host1) (Host) || (OFS) (Host)
addLink(switch,host2)

Mininet® MROSEETE (python TEtik)
Mininetd1 X —= T Tcommunications S1022) 1T Fartner I
34
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MininetDEARIE/E(L)
B NROZDOERE (pythonX U T ha{ER)

D> b O—SDEE
—IP: 127.0.0.1
port: 6633(0OpenFlow)

RAA Y F(%BI=s1)DENN

AR N (&B1=h1)DEN
ARZ N (&BT=h2)sEm

U>2(s1-h1fE) e
U>D(s1-h2fE) el

sldversionzZOF1.3(CIBE

/home/mininet/handson/mininet_sample.py

mininet.cli CLI

mininet.topo Topo

mininet.net Mininet

mininet. link Link

mininet.node RemoteController, 0VSSwitch
mininet.util dumpNodeConnections
mininet.log setlLoglLevel

ofp_version(switch,protocols):
', '.join(protocols)

protocols_s
command- ' ovs

c set Bridge protocols=%s"'
switch. cmd (command)

(switch,protocols_str)

po():

ninet(switch-0VSSwitch)
net.addController('c@',contr r-RemoteController,ip-'127.0.0.1"',port-¢
s1 - net.addSwitch('sl')

hl - net.addHost('h1')
h2 - net.addHost('h2')

net.addLink(s1,h1)
net.addLink(s1,h2)

net.start()

"Dumping node connections"
dumpNodeConnections(net.hosts)
ofp_version(s1, ['OpenFlowl3'])
CLI(net)
net.stop()

__hame__

' _main__":
setLoglevel('info')
sampleTopo()

MininetDEAXRIE/E(2)

B MininetdicE)

« {ERRUTZPython RO U T h&EITI S

$ cd /home/mininet/handson
$ sudo python mininet_sample.py

B MininetdCLIOY> R (1)
« Help®~

mininet> help

- ROZ— (GEEREFR) DR

’ mininet> net

‘ hideth0&Lsidethl

< HIERDHI>

c0

sl lo: sl-ethl:hl-ethO si-eth2:h2-eth0
h1l hi-ethO:s1-ethl

h2 h2-eth0:s1-eth2

h2®deth0 &s1deth2
Z\h‘?&ff-ﬁ LTWBZENDhB

36

p—
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MininetMEAXIZIE(3)

B MininetdCLIOY> R (2)
o fRAERA S - AW FLETEEIOV REETI DT EEOHEE
11

h1h5h2(Z3d L Tping
’ mininet> h1 ping h2 ‘

s1TTifconfig
’ mininet> s1 ifconfig ‘

h2Thttpt—/ V&
’ mininet> h2 python SimpleHTTPServer ‘

« A—Z=F)L (xterm) DIH

’ mininet> xterm h1 ‘

—
TNTTcommunications 51201 ICT Partner I

37

Hands-On Partl

(FERE) TROLSENW MROZ—%ZMininet TERR L T IE2E0)

s MRA> K
v mininet_sample.pyZ & I NIEVER AT BE
v J7A)L4&E"mininet_handsonl.py”(CEEIT B &
v s1&52(30penFlowl . 3TEMET BLDICT B E

hi h3
(Host) (Host)
sl s2
(OFS) (OFS)
h2 h4
(Host) (Host)

——
“NTT Communications 21031 €T Partner I
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A

mEIE (FUHIC

m 5528 SDN/OpenFlow®&Em)

m 3% OpenFlowZ0O ~JJLDOERE

— )\ XA )= =

84T )\ XA OBIESRA

2558  Partl : Mininet(Open vSwitch) DEAIRIE
86X Part2 : Open vSwitchOEFIZ(F

278  Part3 : RyUDERIRIE

8% Part4 : OpenFlowXwtz—0DF v IF+
2898  Part5 : fiZFirewall 77U —> 3> DER
2510Z Part6 : [CARE

o P Global ICT Partner
\y'ffﬁmrmmalm Tnnuvativa; Eailable. Seantess. I
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Open vSwitch

B Open vSwitch& (&
s A—T>2V-RDREY I NITTRAYVF
o OpenFlow(CHIIS ) \> 2> Tld0penFlowl. 3% %5k
B —FFOFv(EFEIR—FRN)
o I1—YZRITHEE
v ovs-vswitchd : Open vSwitchT—TE> (#85SW % EIEA] 5L
v ovsdb-server : 1&pkIEIRZEIE I SDBHY—/\
o BH—=)LZERI_ETEME

v datapath(openvswitch_mod.ko) :
IOy NOERIBZE T D H—RILES 21—

Open
Flow l ryu l
Controller
Flow openflow
>—JIL
|stwitchd H ovsdb-server ]

Flow ,
s o commiions S28ITParERr

datapath 40
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Open vSwitchD#JEAZEE

B Open vSwitchdDiZE) ovs-vswitchd, ovsdb-server&am
\
’ $ sudo /etc/init.d/openvswitch-switch start TOERNEE)
m JUw= (OpenFlowX-1vF1E51HH) DIERK
$ sudo ovs-vsctl add-br s1 # create s1 bridge
$ ifconfig s1 # check if br0O is created
$ sudo ovs-vsctl set bridge s1 protocols=OpenFlow13 # set OpenFlow version
$ sudo ovs-vsctl list-br

m /R— b (OpenFlow X1 wFDiR— k) DERK

$ sudo ovs-vsctl add-port s1 eth2 # add eth2 port to br0
$ sudo ovs-vsctl add-port s1 eth3 # add eth3 port to br0
$ sudo ovs-vsctl list-ports s1 # show the ports of brO
$ sudo ifconfig s1 up #

enable IFs to work

$ sudo ifconfig eth2 up

$ sudo ifconfig eth3 up

$ sudo ovs-vsctl show # show the bridge
settings

$ ifconfigy TN SDIFE(S. MIHIRRTER (COHFFITS BHadokodun Soosicrrarener I

41

Open vSwitcho JO—&&HF Y > R

B JO—0HERE TJ0O—DHIBR

$ sudo ovs-ofctl -O OpenFlow13 dump-flows s1 # Show Flow Table of s1. 1 entry at first.
$ sudo ovs-ofctl -O OpenFlow13 del-flows s1 # Delete default flows

B JO—I>MJ)—0DFR

$ sudo ovs-ofctl -O OpenFlow13 add-flow s1 ‘priority=100,in_port=1,actions=output:2’
$ sudo ovs-ofctl -O OpenFlow13 add-flow s1 ‘priority=100,in_port=2,actions=output:1’

B JO—0WHER XEREOLH., JO-MHEETEDET

’ $ sudo ovs-ofctl -O OpenFlow13 dump-flows s1 # You can see 2 flow entries. ‘

—
CNTTcommunications S1221ICTPartNEr I
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(%) 2> bO—-IILTL—>DRE

m DatapathID (SWODsRIT D/=6bDID) DFRTE

’ $ sudo ovs-vsctl set bridge s1 other-config:datapath-id=0000000000000001 ‘

B iEH7cD0penFlow 1> FO—SDIPY RL A ZFETE

’ $ sudo ovs-vsctl set-controller s1 tcp:127.0.0.1:6633 ‘

——
MTT communications 512021 ICT Partner I
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Hands-On Part2

(ERE) MininetTERR LIZ FRID K SANW MROS—(Cx3 LT,
OpenFlowXAAwF s1 ([CTO—ZEHKI D2 ET.
hl & h2 BITPingh @I &R LTS EEW

- BE3HE
mininet_sample.py" ZDEFEFEZX D

MininetZ{£&I L CWLWBDEIFRIIICH UL Y—ZFILZEE L.
Open vSwitchd Y > RT sl (CTOO—=E%

v OpenFlowR/vwFDIXY> RTIO-NMEEESNTNDZ &= MR
V' MininetdCLITJ~ > RZ{ER U TPingDERIE M Z ffsR
v ESRAENESTO—&HIBRLTSEEW

v
v

hi sl h2 ’
(Host) (OFS) (Host)

Pingh\ERE 9 B C L & HER

44
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— )\ — h—

mEIE (FUHIC

m 5528 SDN/OpenFlow®&m)

m 3% OpenFlowZ0O ~JJLDOERE

— )\ XA )= b=

B E4E )\ XA OEIERA
m 2558 Partl : Mininet(Open vSwitch) DEARIE/E
B 256E Part2 : Open VSWitchdMEAIRIE
B 7% Part3 : RyuDEFIZIE
B 5E8E Part4 : OpenFlowX vt —=0DF v+ FF+
m 9% Part5 : fiSFirewall 77U —> 3 > DER
B Z510% Part6 : [CFREE
Ryu
B Ryu& (&
. SDNI> hO—S%BR T B/=HDPython X — 2D
JL—LD—70

o NTTHAEMAEREL. A-—T>V-XEUTRENTLS
« OpenFlowZ(ZUs. #4270 U
v OpenFlow. Netconf. OF-config. SNMPZ%

T T Communicaions £19521 T Partner I
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RyuDiCEh 757k

B Ryu77 UG — 3> DicE

S cd /home/mininet/handson/ryu-sample
S ryu-manager sample_app.py

OpenFlowd> bO—5

sample_app.pyORE

- OpenFlowd> hO—35(66337/R— K)HiEEE)

- OpenFlow A+ v F 1B ZE LT D &
port1MNSMARP/ Ty b EIP/\w Rz port2/\
port2/N5MARP/ Ty h&IP/\rw Nz port1A
X9 BIeHDTIO— "R v FICEHR

(FlowMod X v & —%3i%(E)

Ry -7 |
icsptiiava JO—&%%
(FlowMod X wtz—5%1(E)
[l
hi sl h2
(Host) (OFS) (Host)

BINTTIT—23>DA A=

—
TNTTcommunications 51201 ICT Partner I
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(O— RfFER) HelloXwt—>%%(TE D 2 FROIE

datapath.send_msg(error_msg)

datapath. set_version(ev.msg.versi

ev.msg.version

on)

Flaw SW Upem;lm\.‘:':
roler ¢
Connect{SSL or TCP) Conroller ;

HELLO

HELLO

FEATURE_REQUEST

FEATURE_REPLY

OpenFlow/\—=3 > Zf#R L CUL\ET
(Atz=7—Td0penFlowl.3ZXI5R)

BRI RDAA Y FD

48
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“NTT Communications 21031 €T Partner I

2014/5/14

24



2014/5/14

(00— REFEH) FeatureXwt—>% %2 (FH D 2 BROULIR

ventOFPSwitchFeatures, CONFIG_DISPATCHER)

Opentiow
Controller

y msg.datapath_id Connect(SSL or TCP)
msg.n_buffers -
tables
xiliary id
apabilities

FEATURE_REQUEST
FEATURE_REPLY

datapath.ofproto
datapath.ofproto_pa

ofp_parser.0FPSetConfi

RAAYVTFDIT 4« —F v ZES

datapath.id :

‘21w FOIO—ZHEE (HIFR

datapath.id

e1¥.2dd_output_flow(datapath, ether. ETH_TYPE_ ARP, PN
elf_add_output_flow(datapath, , ether.ETH_TYPE_ARP, .J0—D&E (arp & ip)
e1f.add_output flow(datapath, ether. ETH_TYPE_IP, “add_output_flow” FunctionZ{EF3

elf.add_output_flow(datapath, ether.ETH_TYPE_IP, 0) XFUHCHOH@W%{J\N/\—\\)
X Sloz

AW F EDIEGHEE(C
FlowD#JHIt & FlowD&EtxHE EME |.....
I RAUIBZ IR U TULET

49

(O— RfEEER) FlowMod AW Z— 272X (59 D T2shDILIE

Bz I I0—DRNBEER

rt) o

matx:h.set_dl_type(E:FEP’_E)’FE) Matcr]@me |
; If inport = “in_port”

(L) & ether type = “ether_type”

ofp - datapath.ofproto
ofp_parser - datapath.ofproto_parser

match = datapath
.set_in_por

ip |

actions - [ofp_parser.OFPActionOutput(out port, ofp.OFPCML NO BUFFER)] Instruction DNE

:Then

¢ output packet
« ”

flowmod - datapath.ofproto_parser.OFPFlowMod( from pOI't out pOft

inst - [ofp_parser.OFPInstructionActions(ofp.OFPIT_APPLY_ACTIONS, actions)]

ofp.OFPFF_SEND_FLOW_REM,

,
ofp.OFPFC_ADD,
datapath,

Controllg

d-OFP_NO_BUFFER,
ofp.OFPP_ANY,
o-ofp.OFPG_ANY,
match,
inst

datapath.send_msg(flowmod) N .
- Switch

25



(00— RfEER) PacketInZz = THYL D J=BROULIE

pe —— ether.ETH_TYPE_8021Q:

OpenFlow X1 v Fh5
1> bO—3 (X U CPacketIn
UTZBRAIE = ik U CULVET

—
MTT communications 512021 ICT Partner I

Hands-On Part3

(GERE) MininetTHEMR LR TRIODO K S7ANW RO — (S U T,

OpenFlowXAwF sl ([CTJO—Z&EHKI DZET.
hl & h2 BITPINgA BT D &ZziERLT<IZEWn

LoRn==

=]

v mininet_sample.pyN ZDEFEFZX D

v Open vSwitchT(3a<. RyuDS>TIIWNFPT)o—=23>%FET0T
JO—%Zsl(CEERk

v OpenFlowR/vwFDIXY> RTIO-NMEEEINTNDZ E&HER

v MininetdCLION > RZEBEA U CTPingDEE 4 Z R

v RN ENIES JO—%HIBR

hi sl h2 ’
(Host) (OFS) (Host)

Pingh BRE T B C L & TEER

52
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— )\ — h—

mEIE (FUHIC

m 5528 SDN/OpenFlow®&m)

m 3% OpenFlowZ0O ~JJLDOERE

— )\ XA )= =

84T )\ XA OBIESRA

2558  Partl : Mininet(Open vSwitch) DEAIRIE
2565  Part2 : Open vSwitchMEARIR/E

278  Part3 : RyUDERIRIE

58E Part4 : OpenFlowXYtEZ—SDF v I Fv
298  Part5 : f§FFirewall 77U —> 3> DFEE
2510 Part6 : [SFARIE

NT T communications
53

IV R TFv(1)

o+ Global ICT Partner I
<A Tnnavative. Gaiiable. Seaniass

B wiresharkDiC &}

ireshark
S wireshar ‘ SHERDA >4 T T —AEER

Filter:

Device
i /etho

Description P Packets Packets/s

£ nflog Linux netfilter log (NFLOG) interface

m "1 @lany Pseudo-device that captures on all interfaces

gl 127.0.0.1

Interface List
a Live list of the capture interfaces :

(counts incoming packets) Help Start t Options | | SClose
@ Start

Choose one or more interfaces to capture from, then Start Sa mple Captures
5 etho Acrich assortment of example capture files on the w

T T Communicaions £19521 T Partner I
54
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Ty v TFv(2)

m Filterad

TCP/R— b=6633 (OpenFlow) ([CIEELTHL &
FRMOpenFlowX vtz —(CiRBNS

Capturing from lo (loopback) [Wireshark 1.8.2]

= e & € QC >3 TFT &2 BEE ¢z
Filter: |tcp.port==6633 :  Expression.. Clear Save
No Time Source Destination Protocol Length Info

)
T T communications £1202L {SLR2CENST
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Hands-On Part4

(%) OpenFlowX-1wF &0penFlow1> hO—SBD
OpenFlowXwZ—7Z MR L C<IEE0)

- EBEZEIE

v Mininet T18M0penFlow X v F%&{LH)

v' RyuTOpenFlow> bO—>(sample_app.py)&icE)

v WiresharkTX v tz—2%F v FF v (0> bO—SESEIHN S ENE)
- HelloXwt—=
- FeatureXwvtz—=
« EchoXwvt—=
- FlowMod XA wtz—=

T T Communications
o

P Global ICT Partner I
Tnnavative, ReTTabls, Seantass
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— B )\ — ~—

B E1E (FUHIC

B 2% SDN/OpenFlow®dDEim)

B 3% OpenFlow>0O JLOERE

— )\ XA )= ~—

B E4E )\ XA DOBIESEA

m 555  Partl : Mininet(Open vSwitch) DEAIRIE

B 5E6E  Part2 : Open vSwitchMEARIEIE

B 75 Part3 : RyUDERIZRIE

B 558E Part4 : OpenFlowXwtZ—0DF v+ FF+

m 5E9E Part5 : ESFirewall 7o’Uo—33 > DRE
B 2510 Part6 : JCARE

i Global ICT Partner

57

Hands-On Parth5
S Firewall 7 U0 —< 9> DEE

Firewall Policy
Arp Accept
ICMP (Ping) Accept
Other (e.g. SSH) Drop

H1 sl H2
(Host) (OFS) (Host)

sample_app.pyZztiE LT
Arp EICMPD/\ T Y SDHZERET D
FIVT—23>mRELTLIESEL

58
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—EZ)(— h—

mEIE (FUHIC

m 5528 SDN/OpenFlow®&m)

m 3% OpenFlowZ0O ~JJLDOERE

— )\ XA )= =

B E4E )\ XA OEIERA

m 2558 Partl : Mininet(Open vSwitch) DEARIE/E
B 6% Part2 : Open vSwitchMEARIZ{E

B 278 Part3 : RyuDEARIRIE

B 5E8E Part4 : OpenFlowX vt —=0DF v+ FF+
m 9% Part5 : fiSFirewall 77U —> 3 > DER
®m 5510% Part6 : [GARIE
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AR 1

B BT DO#IR0penFlow=w hD— O TS0

hi h3
(Host) (Host)
h2 7 ha
(Host) (Host)
H1 &~ H4R (3@l ae

H2 EH3E T (@RI AE
H1&H3 or H2(SEREAT]
H2 & H1 or H4(ZF@EAR]

A
- RR NGBS B (CIEMacT” RLANMER S ?
* VLANYOMPLSZ 1073 < THREATAE e GlobalICT Partner I
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B DT O OpenFlowRy hJ—DZEELTIIESL)

push_vlan:1000 pop_vlan:1000
hi 1 sl s2 s2 h3
(Host) (OFS) (OFS) (OFS) (Host)
pop_vlan.looo push_V|an'1000
R

- VLANOB > )L O— RIGRR—=
- SERk L7z Bwireshark Ts2M+ > A J 1 — X%+ v IF v U,
I\ MMTVLAND pushenN T C EZER LT IEEW

—
T Tcommunications $1223 1STREEne
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2% | VLAN[CEDZ Y>> T)ILO— R

Mvlan:1000 CMatch&E £ Lz eEDH 2T IL
match = datapath.ofproto_parser.OFPMatch()
match.set_vlan_vid(1000)

Mvlan:1000%Pushd BlinstructionZ Lt L= eEDH T IL

vlan_field = datapath.ofproto_parser.OFPMatchField.make(ofp.OXM_OF_VLAN_VID, 1000)

actions = [ofp_parser.OFPActionPushVlan(ether.ETH_TYPE_8021Q),
ofp_parser.OFPActionSetField(vlan_field)]

inst = [ofp_parser.OFPInstructionActions(ofp.OFPIT_APPLY_ACTIONS,actions)]

WvlanZPOPF BinstructionZF ik Lz \&eEDH T IL
actions = [ofp_parser.OFPActionPopVlan(ether.ETH_TYPE_8021Q)]
inst = [ofp_parser.OFPInstructionActions(ofp.OFPIT_APPLY_ACTIONS, actions)]

_—
(T T Communications Global ICT Parcner
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G FARERE 3

B BEDIFE/0penFlowy N —0ZBEL T ZEL
s DS RVERENTETNHULESEMCHEENRIZE0N
v PacketInd>d— RMDEEiRASE
v' MPLSZPush - Pop9 31— RMDicuh 5%k

a3

—
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BN T LT
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=L\CI(C

BIEDREE)\— h T
SDN (Software Defined Networking) %ZXIR 9 3#ilié U TCERS
NTL\30penFlow®d &@E] & 7O RJLOMERR] (CDWTENT
LELE

BEDI\ZXAI)\— R TIE
Ryu. Open vSwitch. Mininetz{E> T, ER(CFZEHHNLRNS
OpenFlow=xw DO —O=BELUELE

S, KDFELBEENTZVAN

« Ryu. Open vSwitch. MininetdfELVAG(E, K= F—THBNMLIZE
DIETTEFSHDEEA (—HIDHFTT)
BA -T2V —RICIIAEWebR—ZPWiki&, a2V I7L >R
b FEIOT. SRUTVEEZIFNEENTT
OpenFlow=w b J—JI3ARBDOTZ=ZF—DERIEDLD(C
1BDPC LTS (CHEE - HERNEIEETIDT. KDFLMsaEN
EWAE BIEREFEHN LU CVERITNEERWET

/AT T Communicaions 19221 1CT Partner I
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U7 L >X

OpenFlow Switch Specification(version 1.3)

https://www.opennetworking.org/images/stories/downloads/sd
n-resources/onf-specifications/openflow/openflow-spec-

v1.3.0.pdf

Ryu SDN Framework
http://osrg.github.io/ryu/

Open vSwitch
http://openvswitch.org/

Mininet
http://mininet.org/

JOJ>=>/E3E python
http://www.python.jp/

——
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